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SSA - Multimedia Forensics - Examination

1. In a row of 6 people, A is to the left of B but �ight of C. D is to the �ight of E who is at the
extreme left. F is between A and D. Who is at the extreme �ight?

2. 1, 5, 17, 53, 161, ?

3. All a�tists are creative. Some engineers are a�tists. Which conclusion follows?

4. A shopkeeper marks an item at 25% above cost but gives a 10% discount. What is his profit
%?

BA

DB

FC

ED

485A

324B

231C

392D

All engineers are creative.A

Some engineers are creative.B

No engineers are creative.C

Creativity is limited to a�tists.D

0.1A

0.125B

0.15C

0.175D



5. If 3 machines produce 60 units in 4 hours, how many units will 5 machines produce in 6
hours?

6. From point A, you walk 10m east, tu�n left and walk 15m, then tu�n �ight and walk 5m. How far
are you from A?

7. Sarathi is your fathe�’s mothe�’s grandson’s daughter. Therefore, Sarathi is your

8. A number is mistakenly divided by 5 instead of being multiplied by 5. The co�rect answer
should be 500. What was the wrong result obtained?

9. If a + b = 10 and a² + b² = 58, find ab.

120A

150B

180C

200D

10 mA

15 mB

20 mC

25 mD

nieceA

SisterB

UncleC

BrotherD

20A

25B

50C

100D

15A

16B

17C

18D



10. If 7x - 3 = 4x + 9, what is the value of x?

11. I will w�ite a letter to you tentatively _______ the dates of the program.

12. To identify the shape of univa�iate data, what type of graph would be the most useful?

13. Components that provide inte�nal storage to the CPU are ______

14. Which is a characte�istic of solid-state d�ives �SSDs) compared to traditional hard d�ives
�HDDs)?

2A

3B

4C

5D

involvingA

urgingB

guidingC

indicatingD

HistogramA

Scatter plotB

Bar cha�tC

Pie cha�tD

RegistersA

Program CountersB

ControllersC

Inte�nal chipsD

Slower read/w�ite speedsA

Less reliable storageB

Uses spinning disksC

No moving pa�tsD



15. Which of the following are not in a compressed fo�mat?

16. __________ is the computer program that would conve�t an assembly language to the machine
language.

17. What is the full fo�m of Ping network command?

18. What is the p�ima�y purpose of a secu�ity incident response plan?

19. Which of the following is not a type of volatile evidence?

JPEGA

BitmapB

MPEGC

MP3D

InterpreterA

CompilerB

ComparatorC

AssemblerD

Packet Inte�net or Inter-Network GroperA

Packet Intra Network GroperB

Packet INfo�mation GroperC

Packet INfrastrcture GroupD

To enc�ypt sensitive data du�ing transmissionA

To block malicious websitesB

To detect and remove malware from a systemC

To outline procedures for responding to and managing cybersecu�ity incidentsD

Routing TableA

Running ProcessesB

Log FilesC

Cached dataD



20. Which of the following steganography types hides the secret message in a specifically
designed patte�n on the document that is unclear to the average reader?

21. Which of the following statements is inco�rect when prese�ving digital evidence?

22. Which of the following statements is inco�rect related to acqui�ing electronic evidence at
c�ime scene?

23. Disk wiping process refers to

24. What is the p�ima�y �isk associated with deepfake technology?

Open code steganographyA

Visual semagrams steganographyB

Text semagrams steganographyC

Technical steganographyD

Document the actions and changes that you obse�ve in the monitor, computer, p�inter, or in
other pe�ipherals

A

Ve�ily if the monitor is in on, off, or in sleep modeB

Remove the power cable depending on the power state of the computer i.e., in on. off, or in
sleep mode

C

Tu�n on the computer and extract Windows event viewer log filesD

Sample banners are used to record the system activities when used by the unautho�ized userA

In wa�ning banners, organizations give clear and unequivocal notice to int�uders that by signing
onto the system they are expressly consenting to such monito�ing

B

The equipment is seized which is connected to the case, knowing the role of the computer
which will indicate what should be taken

C

At the time of seizing process, you need to shut down the computer immediatelyD

Ca�ving the data from Slack SpaceA

Investigate Unallocated SpaceB

Defrag the disk contentC

Ove�w�ite data for multiple timesD

Decreased bandwidthA

Improved system pe�fo�manceB

Misinfo�mation and identity theftC

Data enc�yptionD



25. In a ce�tain code “FL4M3” is w�itten as “IO7P6”. How is “L1GH7” w�itten in that code?

26. BMP �Bitmap) is a standard file fo�mat for computers �unning the Windows OS. BMP images
can range from black and white �1 bit per pixel) up to 24 bit color �16.7 million colors). Each
bitmap file contains a header, the RGBQUAD a�ray, info�mation header, and image data.
Which of the following element specifies the dimensions, compression type, and color fo�mat
for the bitmap?

27. Jack is reviewing file headers to ve�ify the file fo�mat and hopefully find more info�mation of
the file. After a careful review of the data chunks through a hex editor; Jack finds the bina�y
value 0xffd8ff. Based on the above info�mation, what type of fo�mat is the file/image saved
as?

28. Which ISO standard enables laborato�ies to demonstrate that they comply with quality
assurance and provide valid results?

29. What is multimedia forensics p�ima�ily conce�ned with?

F1D8EA

X8KV8B

O4JK10C

2E4R4D

Image dataA

The RGBQUAD a�rayB

Info�mation headerC

HeaderD

ASCIIA

BMPB

GIFC

JPEGD

ISO/IEC 17025A

ISO/IEC 18025B

ISO/IEC 16025C

ISO/IEC 19025D

Creating multimedia contentA

Detecting manipulation and ve�ifying authenticity of digital mediaB

Enhancing image quality for better visualizationC

Sto�ing multimedia files securelyD



30. Which of the following is a common technique used in image forensics?

31. What does EXIF data in an image file contain?

32. Which forensic method detects copy-move forge�y in images?

33. What is steganalysis used for?

34. Which tool is commonly used for multimedia forensic analysis?

35. What does E�ror Level Analysis �ELA� help identify?

Metadata analysisA

Firewall protectionB

Data compressionC

Hashing algo�ithmsD

Only the image pixelsA

Camera settings, timestamps, and GPS coordinatesB

Enc�yption keysC

Audio wavefo�msD

E�ror Level Analysis �ELA�A

Block-matching algo�ithmsB

SteganalysisC

Hash ve�ificationD

Embedding hidden messages in imagesA

Detecting steganography (hidden data) in multimedia filesB

Compressing video filesC

Enhancing audio qualityD

WiresharkA

AutopsyB

Amped AuthenticateC

NmapD

Different compression levels in an image to detect tampe�ingA

Enc�yption keys in a video fileB

Audio wate�markingC

Network packet analysisD



36. In video forensics, what does "inter-frame forge�y" refer to?

37. Which of the following is NOT a type of multimedia forensic investigation?

38. What is the role of hash values in multimedia forensics?

39. An investigator needs to pe�fo�m data acquisition from a storage media without alte�ing its
contents to maintain the integ�ity of the content. The approach adopted by the investigator
relies upon the capacity of enabling read-only access to the storage media. Which tool should
the investigator integrate into his/her procedures to accomplish this task?

40. Elect�ic Network Frequency �ENF� analysis is used to:

Alte�ing individual frames within a videoA

Changing the audio track of a videoB

Compressing the video fileC

Adding subtitles to a videoD

Detecting deepfake videosA

Identifying spliced audio recordingsB

Recove�ing deleted emailsC

Ve�ifying the o�iginality of a photographD

To enhance image b�ightnessA

To ve�ify file integ�ity and detect alterationsB

To compress multimedia filesC

To enc�ypt multimedia filesD

W�ite blockerA

Backup toolB

Data duplication toolC

BitLockerD

Detect pitch va�iations in speechA

Authenticate recordings based on power g�id fluctuationsB

Remove elect�ical inte�ference from audioC

Enhance bass frequenciesD



41. Which algo�ithm is commonly used for non-stationa�y noise reduction?

42. What forensic technique identifies recording devices through unique a�tifacts?

43. Which AI model is used for speech enhancement in noisy recordings?

44. Which a�tifact is commonly associated with JPEG compression?

45. Photo-Response Non-Unifo�mity �PRNU� analysis is used to:

46. Chromatic abe�ration in an image refers to:

FFT filte�ingA

Wiener filterB

Spectral subtractionC

LMS adaptive filterD

ENF analysisA

Microphone signature profilingB

Spectrogram analysisC

Huffman codingD

GPT�4A

U�NetB

ResNetC

WaveNetD

Motion blurA

Color bandingB

Blocking a�tifactsC

Chromatic abe�rationD

Enhance image sharpnessA

Detect image splicingB

Identify the source cameraC

Co�rect color balanceD

Blu��ing due to motionA

Misalignment of color channelsB

Overexposure of highlightsC

Underexposure of shadowsD



47. Which noise reduction technique is useful for forensic images?

48. Super-resolution techniques in forensics are used to:

49. What does "noise consistency analysis" reveal in image forensics?

50. What is the p�ima�y purpose of c�ime scene photography?

51. Why is a scale (�uler) used in close-up forensic photography?

52. What is the "360-degree �ule" in c�ime scene videography?

Median filte�ingA

JPEG compressionB

PixelationC

Color quantizationD

Increase image resolution from low-quality sourcesA

Delete EXIF dataB

Add digital wate�marksC

Reduce file sizeD

Whether noise patte�ns match across regionsA

The camera’s shutter speedB

The image’s file fo�matC

Hidden text in the imageD

To create a�tistic visualsA

To document evidence objectively for investigationsB

To enhance image colors for presentationsC

To reduce the number of w�itten repo�tsD

To add professionalismA

To provide size reference for evidenceB

To block unwanted lightC

To comply with social media guidelinesD

Recording a full panoramic view of the sceneA

Using a 360° camera onlyB

Keeping the camera at eye levelC

Avoiding ve�tical videosD



53. What does "chain of custody" documentation include for photos/videos?

54. What is "bracketing" in c�ime scene photography?

55. How should reflective su�faces (e.g., glass, metal) be photographed?

56. Which vocal characte�istic is most unique to an individual?

57. Which feature is extracted for voice biomet�ics?

58. Which database is used for training speaker ID systems?

Timestamps, photographe�’s name, and storage detailsA

Only the camera modelB

Social media sharesC

Editing histo�y in PhotoshopD

Taking multiple shots at different exposuresA

Cropping images post-captureB

Using only black-and-white modeC

Deleting blu��y photosD

Use a pola�izing filterA

Direct flash onlyB

Avoid photographing themC

Shoot from a 90° angleD

PitchA

Speaking rateB

Fo�mant frequenciesC

All of the mentionedD

Mel-Frequency Cepstral Coefficients �MFCCs)A

RGB pixel valuesB

EXIF metadataC

File compression ratioD

TIMITA

MNISTB

ImageNetC

None of the MENTIONEDD



59. Bilinear transfo�m is used for:

60. Adaptive filters are used in:

61. What does "stance phase" refer to in gait analysis?

62. Which factor is c�itical for accurate photogrammet�y?

63. Which forensic scena�io uses both gait and photogrammet�y?

64. Which technique is used for object detection in videos?

Analog-to-digital filter conversionA

QuantizationB

DFT computationC

Noise reductionD

Image enhancementA

Echo cancellationB

Data enc�yptionC

All of the aboveD

Foot contact with the groundA

A�m swing du�ing walkingB

Head movementC

Eye blinking rateD

High overlap between imagesA

Low-resolution photosB

Single camera angleC

Blu��y imagesD

Suspect identification from CCTV footageA

Blood spatter analysisB

DNA sequencingC

Voice recordingD

MPEG compressionA

Huffman encodingB

YOLO �You Only Look Once)C

JPEG a�tifact analysisD



65. What does "frame differencing" detect in video analytics?

66. Which approach selects keyframes for summa�ization?

67. Which indust�y uses video analytics for crowd monito�ing?

68. What is "anomaly detection" in video analytics?

69. What is "temporal action localization"?

70. What does "video synopsis" achieve?

Color saturation changesA

Motion between consecutive framesB

Audio synchronization issuesC

File fo�mat co��uptionD

Random frame deletionA

Increasing bitrateB

Unifo�m samplingC

Adding wate�marksD

Textile manufactu�ingA

Food delive�yB

Pha�maceutical researchC

Su�veillance and secu�ityD

Identifying unusual eventsA

Measu�ing video b�ightnessB

Counting total framesC

Conve�ting videos to GIFsD

Geotagging video filesA

Identifying sta�t/end times of actions in videosB

Stabilizing shaky footageC

Detecting copy�ight violationsD

Conve�ts videos to textA

Adds subtitles automaticallyB

Condenses long recordings by showing concu�rent events togetherC

Enc�ypts video contentD



71. Which metadata is c�itical for NVR forensic investigations?

72. What does "motion-only recording" imply in DVR/NVR systems?

73. What is the p�ima�y difference between DVR and NVR systems?

74. India’s Digital Personal Data Protection Act �DPDPA� was enacted in:

75. The Examiner of Electronic Evidence is appointed under which section of IT Act?

76. Which types of digital evidence can the Examiner of Electronic Evidence analyze?

Video b�ightness levelsA

Camera IP/MAC addressesB

Speaker volume settingsC

HDMI po�t numberD

Audio is disabledA

Frames are deleted after 24 hoursB

Enc�yption is automatically appliedC

Video is saved only when motion is detectedD

DVR uses analog cameras; NVR uses IP camerasA

DVR processes video locally; NVR streams over a networkB

NVR only works with wireless camerasC

DVR cannot record audioD

2003A

2013B

2020C

2023D

Section 65BA

Section 79AB

Section 43AC

Section 72AD

Only financial fraud dataA

Only social media contentB

Only enc�ypted dataC

All electronic recordsD



77. Which provision replaces Section 65B of IEA?

78. The te�m "Google Dorking" refers to:

79. What metadata can be extracted from a Twitter post?

80. Instagram geolocation data is available when:

81. Which tool analyzes website histo�ical data?

82. Du�ing incident response, OSINT can identify:

BSA Section 63A

BSA Section 90B

BNS Section 176C

BNSS Section 105D

Google's inte�nal hacking teamA

A type of malwareB

Google's p�ivacy policyC

Advanced search operators to find vulnerable systems/dataD

Use�'s passwordA

IP address of all viewersB

Device IMEI numberC

Tweet ID, timestamp, location (if enabled)D

User enables "Add Location" to postsA

For all posts automaticallyB

Only to law enforcementC

Never availableD

Vi�usTotalA

Wayback MachineB

Burp SuiteC

John the RipperD

Enc�ypted VPN trafficA

BIOS passwordsB

Data leaks on paste sitesC

RAM contentsD



83. Which of these is NOT a type of fake news?

84. Reverse image search helps investigators:

85. A bot account often shows:

86. Investigating avatar c�imes requires analyzing:

87. Which data type is MOST c�itical for harassment cases in VR?

88. AI-powered "avatar fingerp�inting" analyzes:

SatireA

Misleading contentB

Peer-reviewed researchC

Fab�icated contentD

Enc�ypt evidentia�y photosA

Delete manipulated imagesB

Bypass copy�ight lawsC

Ve�ify o�iginal sources of viral imagesD

High post frequency with low engagementA

Ve�ified badgesB

Personal photosC

I�regular posting timesD

Transaction logs and behavioral metadataA

GPU specificationsB

VR headset se�ial numbersC

Voice modulationD

Avatar skin colorA

F�iend list countB

Hardware specsC

Movement coordinates and chat logsD

Login timesA

Movement patte�ns and interaction stylesB

F�iend requestsC

VR headset modelD



89. What is the FIRST step in secu�ing a digital c�ime scene?

90. A w�ite-blocker is essential to:

91. Timelining a�tifacts (e.g., $MFT� helps establish:

92. The Stuxnet investigation relied heavily on:

93. Which p�inciple ensures digital evidence remains unaltered?

Reboot devices to check functionalityA

Isolate and prese�ve the sceneB

Immediately clone all storage mediaC

Inte�view witnessesD

Increase data transfer speedA

Prevent modifications to o�iginal evidenceB

Bypass password protectionC

Enc�ypt evidence automaticallyD

User activity chronologyA

Hardware defectsB

Network latencyC

Software license validityD

Instagram postsA

Keyboard smudge patte�nsB

Cloud storage metadataC

Rootkit analysis in indust�ial systemsD

Data minimizationA

Chain of custodyB

Enc�yptionC

Enc�yptionD



94. Statements: All cats are dogs. All dogs are birds. Conclusion: All cats are birds. Is the
conclusion:

95. 'Knife' is to 'Cut' as 'Pen' is to:

96. Is X greater than Y? Statements: 1� X + Y > 10; 2� X > 5.

97. Which feature is unique to NTFS?

98. Which filesystem is designed for SSDs?

T�ueA

FalseB

Unce�tainC

None of the aboveD

W�iteA

InkB

PaperC

PencilD

Statement 1 alone is sufficient.A

Statement 2 alone is sufficient.B

Both statements together are sufficient.C

Neither statement is sufficient.D

Inode-based st�uctureA

No file size limitsB

Case-sensitive filenamesC

Jou�naling and file compressionD

F2FS �Flash-F�iendly File System)A

ext3B

HFS�C

ReiserFSD



99. NTFS alte�nate data streams can hide:

100. In digital forensics, which file fo�mat is commonly associated with audio recordings?

Pa�tition tablesA

BIOS settingsB

GPU d�iversC

Malware or additional file dataD

.mp3A

.aviB

.mp4C

.movD


